A robust and blind watermarking scheme based on visual cryptography for copyright protection of digital images is proposed in this paper. It generates two shares of the secret image based on visual cryptography by comparing the pixel value of the image with the mean of the pixel values in each image block. The experimental results show that the proposed scheme clearly verifies the copyright of the digital images and is more robust in comparison with other visual cryptography based watermarking methods on a variety of attacks.
information, known as the watermark to the original digital data to be protected without degrading it, but it can be detected or extracted later by the owner to prove his copyright in the case of legal dispute [2, 3] . For copyright-related applications, the watermarked digital data is expected to be robust to various kinds of geometrical and removal attacks [4, 5] . Some researchers propose detection based watermarking techniques such as one based on visual cryptography (VC) that does not alter the original image in order to preserve the visual quality of the image, but generates two shares known as the ownership share, which is registered to a certified authority (CA), used later for verification and identification share, which is generated from the suspected copyrighted document, to be used with the ownership share [6] . Possessing of either one of the shares can not reveal any information related to the copyright, but stacking of two shares, which are printed on the transparency sheets conveys the meaningful details about the copyright information.
Hwang proposed a robust and blind copyright protection scheme based on visual cryptography that uses the most significant bit (MSB) for comparison with the global mean of the intensity of the image in generation of the shares [7] . Hassan et al showed that MSB based VC method can not reveal the secret message if the histogram of the grey-level image is either left-skewed or rightskewed [8] . To overcome the drawback of false alarm, Hsu et al proposed a blind and robust watermarking scheme for copyright protection of the image in spatial domain using visual cryptography that generates the ownership share based on the pixel value of the binary secret message bit, global mean of the pixel values in the image and mean of the neighbouring pixel values of a randomly selected pixel in the image [6] . Singh proposed a robust and blind copyright protection scheme based on visual cryptography that generates shares of the secret image by comparing the pixel value with the mean pixel value in that block [9] . Lou et al proposed a robust and blind copyright protection scheme based on visual cryptography that generates shares from the product of the normal-distribution random bit and the difference between the low and middle level wavelet subbands [10, 11] . Rawat et al proposed a robust and blind watermarking scheme based on visual cryptography that generates shares using the dc coefficient of the discrete cosine transform (DCT) of the block of size 8 × 8 of the image by comparing the mean dc coefficients of blocks with every dc coefficient from each block [12] . Wang et al proposed a robust and blind watermarking scheme for copyright protection based on visual cryptography and singular values of singular value decomposition (SVD) of the image that generates shares by comparing the mean of the largest singular values from each block in the image with the largest singular value of each block [13] . The methods mentioned in [6, 7, 9, 10, 13] are robust to many attacks, but it is still possible to reveal the secret message using unauthorized images. Guo et al proposed a robust watermarking scheme that embeds the principal component of the watermark of the shuffled SVD (SSVD) of the watermark into the largest singular value of the image block of the host image, and the right orthogonal matrix is kept as the key for the extraction [14] . False alarm of their method is less. It was reported that the visual quality of the reconstructed image using SSVD is better than one that uses SVD only.
Motivated by the above discussion, a robust and blind copyright protection algorithm based on VC is proposed that generates shares based on visual cryptography.
The rest of the paper is organized as follows. Section 2 on gives brief a preliminary description about cat map transform and visual cryptography. Section 3 is on the proposed method. Section 4 is on Experimental results, followed by conclusions in Section 5.
Preliminaries
This section gives a brief overview of cat map for image scrambling and visual cryptography.
Cat Map
Arnold cat map transform is used as a scrambling method for the coordinates of the image, realizing the effect of image encryption [15] . For an image of size × , the cap map is described by
where ( , ) denotes the original pixel coordinates, ( ′ , ′ ) denotes the coordinates of pixel after applying cat map, and are the positive integers, and known as the control parameters, which along with the value of decide the period . 
Visual Cryptography
Naor and Shamir introduced visual cryptography in their seminal work in which a secret message is encrypted in a perfectly secure way in more than one shares such that the secret can be decrypted directly by the human visual system [16] . Table 1 illustrates how a binary image of size × is divided into two shares of size 2 × 2 for a 2-out-of-VC, where each pixel of the secret image is expanded to 2 × 2 subpixels in the shares.
Proposed Technique
In this section, the proposed copyright protection scheme is proposed. The scheme is divided into two phases: ownership share construction and identification share construction. Cat map is applied to both the luminance channel of the image and binary secret image in ownership share generation to have the shuffled effect. The ownership share generation based on VC is as follows.
Ownership Share Generation Scheme
Let be a luminance channel of host color image of size 1 × 2 , be the binary secret image of size × , and be the control parameters of cat map for shuffling of pixel coordinates of luminance channel of the image and encrypting the secret image, 1 and 2 be the periods of cat map for the luminance channel of the image and the secret image respectively, be a private key for selecting the block , and 1 be the codebook as shown in Table 2 . Figure 1 shows the schematic diagram of the proposed ownership share generation scheme introduced as follows. O1. Perform conversion of the color host image of size 1 × 2 to obtain the luminance channel . If the image is not square, padding is done using the nearest pixel values.
O2. Apply cat map on the secret image of size × , 2 times using the control parameters , and period 2 ( where 2 < 2 ). Store the encrypted secret image bit in an array. O3. Generate a list of random numbers { | uch that total number of random numbers = × } using pseudo random number generator (PRNG) with the private key . O4. Apply cat map on the luminance channel , 1 times using the control parameters , and period 1 ( where 1 < 1 ). Then divide the shuffled image into several blocks of size 5× 5. O5. Select a random block , where denotes the random block. (3,3) is the centre pixel value in the block. Find the mean value of all pixels in the block. O6. Construct the ownership share block based on the feature value ( (3,3) < or (3,3) ≥ ), scrambled secret image bit and mod( , 6), as shown in the codebook 1 of Table 2 . O7. Repeat Steps O5-O6 until all the secret image bits are exhausted. Finally, all the ownership share blocks are combined to form the ownership share .
After the construction of the ownership share, the secret image, the private key , the control parameters , and the periods 1 , 2 must be kept secretly by the copyright owner, and the ownership share should be registered to a CA for further authentication. Figure 2 shows the schematic diagram of the proposed identification share generation and secret image detection scheme. Some common geometric attacks and removal attacks may degrade the copyrighted image. Let ′ be the probably attacked host color image of size 1 × 2 , ′ be the luminance channel of the attacked image, and be the control parameters of cat map for shuffling of pixel coordinates of the image, 1 be the period of cat map for the luminance channel, 2 be the period of cat map for realizing decryption for the revealed secret image, be the private key for selecting the block ′ , and 2 be the codebook as shown in Table 3 . The detection step can be formally defined as follows. (1 ≤ , ≤ 2). I9. Perform the reduction process to obtain a reduced secret image ′′ of size × by the following rules:
Identification Share Generation Scheme
where is a binary pixel in ′′ . I10. Scramble the secret message ′′ by cat map ( 2 − 2 ) times using the control parameters and to obtain the descrambled secret message ′′′ .
Experimental Results
A set of experiments was performed to verify the robustness of the proposed copyright protection algorithm using several images and a binary watermark. Representative images of size 512×512 and a binary watermark are shown in Figure 3 . To evaluate the robustness of the proposed method, the proposed method was tested using ten different types of attacks: JPEG compression, rotation, median filtering, cropping, scaling, impulse noise, blurring, Gaussian noise, sharpening and Gamma correction. The normalized correlation (NC) is used to measure the similarity between the original secret image and the revealed secret image. It is defined as
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where MSE stands for mean squared error between the original image and the attacked image. It was found experimentally that the proposed method with the block-size of 5 × 5 gives higher NCs on different attacks, however results were not shown due to the shortage of space. Figure 4 shows comparison of the proposed method for selecting between shuffled and non-shuffled approaches for pixel coordinates on Lena image for various attacks. It was found that the proposed method gives better with the shuffling of the coordinates of the host image for all attacks except cropping and gamma correction attacks in term of NC. In further results, shuffling is employed.
The proposed method was compared with other popular methods in transform domain such as Lou et al method [9] , Wang et al method [13] and Rawat et al method [12] and in spatial domain such as Hsu et al method [6] , Hwang method [7] , and Singh method [9] that use VC. Table 4 shows comparison of the proposed method with the other methods for various attacks. Average NC values for ten images are shown in the table. For JPEG compression, rotation, median filter, scaling, impulse noise, Gaussian noise, sharpening and gamma correction attacks, the proposed method gives superior performance in comparison with other six methods in term of NCs., Lou et al method gives the best results for cropping attack and all the seven methods give same performance for blurring attack. Figure 5 shows detected secret image from the attacked image by JPEG compression attack for quality of 90, rotation attack for angle of 1 0 , median filter attack for filtering window-size of 3 × 3, cropping attack for cropping percentage of 10, scaling attack for scaling factor of 2 × 2, impulse noise attack for impulse noise ratio of 0.05, blurring attack for sigma of 0.4, Gaussian noise attack for zero mean and variance of 0.01, sharpening attack for alpha of 0.1 and gamma correction attack for gamma of 0.8 on Lena image for different methods. NCs of the detected secret image with respect to the original secret image, and PSNRs of the attacked host image were shown in the figure. It shows that the detected image is the best for the proposed method for rotation, median filter, scaling, blurring, Gaussian noise, sharpening attacks as seen from the visual quality of the images and in term of NCs. An unauthorized image can be used to extract or detect the secret image producing secret image, though the quality is not good. This means that anyone who can detect the secret image can claim ownership. Our method solves this false claim by encrypting the secret image prior to the ownership share generation, and it decrypts at the time of detection.
The computational time of the proposed method was compared with other methods as shown. in Figure 6 . It is seen from the figure that the proposed scheme takes less time.
Conclusions
The paper describes a new watermarking algorithm based on visual cryptography for copyright protection of digital images. It generates two shares of the secret image based on visual cryptography by comparing the pixel value and the mean of pixel values in the image block of the shuffled image. The robustness of the proposed method was verified on different types of images for different attacks.
